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February 23,2018

Marlene H. Dortch, Secretary
Federal Gommunications Commission
Office of the Secretary
445 12th St. SW, Suite TW-A325
Washington, DC 20554

RE: Gertification of CPNI Filing (December 31, 20171
EB-Docket No. 06-36

Dear Ms. Dortch:

In accordance with the Public Notice, DA 06-223, issued by the Enforcement Bureau on
January 30, 2006, winnebago cooperative Telecom Association hereby files its most recent
certification regarding its compliance with the rules of the Federal Communications Gommission
set forth in 47 C.F.R. Part 64, Subpart U.

lf you have any questions, please feel free to contact me at 641-592-6105.

Sincerely,
.t ^ .z'z

,,// l/ /f//
,qa1/221r>^J--
Mark Thoma
General Manager/Executive Vice President
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ANNUAL 47 C.F.R. Q 64.2009(E) CPNI Cerftification
EB Docket 06-36

Annual 64.2009(e) CPNI Certification tor 2O18 covering the prior calendat yeat 2017 .

February 23,2018

Name of Company covered by this certification: Winnebago Cooperative Telecom Association

Form 499 Filer lD: 801903

Name of signatory: Mark Thoma

Title of signatory: General Manager/Executive Vice President

l, Mark Thoma, certify that I am an ofiicer of the company named above, and acting as an agent
of the company, that I have personal knowledge that the company has established operating
procedures that are adequate to ensure compliance with the Commission's CPNI rules. See 47
C.F.R. S 64.2001 et seq.

Attached to this certification is an accompanying statement explaining how the company's
procedures ensure that the company is in compliance with the requirements (including those
mandating the adoption of CPNI procedures, training, recordkeeping, and supervisory review)
set forth in section 64.2001 et seg. of the Commission's rules.

The company has not taken any actions (proceedings instituted or petitions filed by a company
at either state commissions, the court system, or at the Commission against data brokers)
against data brokers in the past year.

The company has not received any customer complaints in the past year concerning the
unauthorized release of CPNI

The company represents and warrants that the above certification is consistent with 47 C.F.R.
$ 1.17 which requires truthful and accurate statements to the Commission. The company also
acknowledges that false stalements and misrepresentations to the Commission are punishable
under Title 18 of the U.S. Code and may subject it to enforcement action.

General Manager/Executive Vice President

Attachment: Accompanying Statement
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Winnebago Cooperative Telecom Association
704 East Main Street

Lake Mills, lowa 50450

ANNUAL 47 C.F.R. S 64.2009(e) CPNI Certification
EB Docket No. 06-36

Annuaf 64.2009(e) CPNI Certification for 2018 covering the prior calendar year 2017.

February 23,2018

This filing is being made by Winnebago Cooperative Telecom Association as required
by 47 C.F.R. S 64.2009(e).

Companies covered by the attached Annual 47 C.F.R. $ 64.2009(e) Certification (the
"Certification") include the parent and its wholly-owned or controlled subsidiaries which
are "carriers" (collectively, the "Company") as follows:

Companv Name Form 499 Filer lD

WinnebagoCooperativeTelecom 801903
Association

WCTA Wireless, lnc.

Winnebago Transport Services, Inc.

WCTA Ventures, Inc.

N/A

801904

N/A

The board of directors and management of each of the above-listed companies are
identical. The officer who signed the Certification signed as an authorized officer and
agent of each of the above-listed companies. The Certification applies to and is filed on
behalf of each of the above-listed companies.

For purposes of the attached Accompanying Statement the abovelisted companies are
also considered "affiliates" of the Company. Where appropriate or required, the
Company's CPNI policies apply to and may reference the Company and its affiliated
comoanies.

Mark Thoma
General Manager/Executive Vice President
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704 E. Main St.
Lake Mills, lA 50450

Exhibit I

Accompanying Statement

Winnebago Cooperative Telecom Association ("Company") rnaintains the following operating procedures
to ensure compliance with the rules set forth in 47 C.F.R. Part 64, Subpan U:

Section 64.2005 Us€ of customer proprietary nelwork information without customer
approval.

(a) Any telecommunications carrier may use, disclose, or permit access to CPNI for the purpose of
providing or marketing service offerings among the categories of service (i.e., local, interexchange, and
CMRS) to which the customer already subscribes from the same carrier, without customer approval.

(l) If a telecommunications carrier provides different categories of sewice, and a customer
subscribes to more than one category of service offered by the carrier, the carrier is permitted to share
CPNI among the carrier's affiliated entities that provide a seryice offering to the customer.

(2) If a telecommunications carrier provides different categories of service, but a customer does
not subscribe to more than one offering by the carrier, the carrier is not permitted to share CPNI with its
affiliates, except as provided in $64.2007(b).

(b) A telecommunications carrier may not use, disclose, or permil access to CPNI to market to a
customer service offerings that are within a category of service to which the subscriber does not already
subscribe fiom that carier, unless that carrier has customer approval to do so, except as described in
paragraph(c) of this section.

(l) A wireless provider may use, disclose, or permit access to CPNI derived liom its provision of
CMRS, without customer approval, for the provision ofCPE and information service(s). A wireline carrier
may use, disclose or permit access to CPNI derived fiom its provision of local exchange service or
interexchange service, without customer approval, for the provision of CPE and call answering, voice mail
or messaging, voice storage and retrieval services, fax store and forward, and protocol conversion.

(2) A telecommunications carrier may not use, disclose, or permit access to CPNI to identif or
track customers that call compeling service providers. For example, a local exchange carrier may not use

local service CPNI to track all customers that call local service competitors.

(c) A telecommunications carrier may use, disclose, or pennit access to CPNI, without customer
approval, as described in this paragraph (c).

(l) A tel€communications carrier may use, disclose, or permit access to CPNI, without customer
approval, in its provision of inside wiring installation, maintenance, and repair services.

(2) CMRS providers may use, disclose, or permit access to CPNI for the pur?ose ofconducting
research on the health effects ofCMRS.

Winnebago Cooperative Telecom Associatiorr
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(3) LECs, CMRS providers, and int€rconnected VolP providers may use CPNI, without customer

approval, to market services formerly known as adjunct-to-basic services, such as, but not limited to, speed

dialing, computer-provided directory assistance, call monitoring, call tracing, call blocking, call return,

repeat dialing, call tracking, call waiting, caller 1.D., call forwarding, and certain Centrex features.

(d) A telecomnunications carrier may use, disclose, or permit access to CPNI to protect the rights

or property ofthe carrier, or lo protect users ofthose services and other carriers liom fiaudulent, abusive, or
unlawful use of, or subscription to, such services-

The Company hns odopled specific CPNI policies lo ensure lhol, in the nbsence of cuslomer opproval,
CPNI is only used b! the Compony to provide or n orkel senice oflerings smong lhe cotegofies of
senice (i.e., Iocal, it lercxchange, ond CMRS) lo which the cuslomer already subscribes. The

Companlt's CPNI policies prchibit the shoring of CPNI wilh olliliated companies, ercept as pemi ed
under Rule 6a.2005(oxt) or N'ith customer opprcval punuant to Rule 64.2007(b). The onl! exceptions
to these policies ore is permitted under 47 U.S.C. S 222(d) and Rule 64.2005.

Section 64.2007 Approval required for ||se of costomer proprietary network information.

(a) A telecommunications carrier may obtain approval through written, oral or electronic
methods.

(l) A telecommunications carrier relying on oral approval shall bear the burden ofdemonstrating
that such approval has been given in compliance with the Commission's rules in this part.

(2) Approval or disapproval to use, disclose, or permit access to a customer's CPNI obtained by a
telecommunications carrier must remain in effect until the customer revokes or limits such approval or
disapproval.

(3) A telecommunications carrier must maintain records of approval, whether oral, written or
electronic, for at least one year.

In all circumsltnces whete cuslomer approvsl k required lo use, disclose or pemil access to CPNI,lhe
Company's CPNI policies require that the Company obtain cuslomet approval through wrinen, oral or
electronic methods in compliance with Rule 61.2007. A customer's opprcval or disapproval remains in
ellect until the customer rcvo*es or limils lhe opprovol or disqpprovuL The Company maintains records
of customer approvsl (rehelher wri en, oral or eleclronic) for o minimum of one year.

(b\ Use of Optout and Opl-ln Approval Processes. A carrier may, subject
to opt-out approval or opt-in approval, use its customer's individually identifiable CPNI for the purpose of
marketing communications-related services to that customer. A telecommunications carrier may, subject to
opt-out approval or opt-in approval, disclose its customer's individually identifiable CPNI, for the purpose

of marketing communications-related services to that customer, to its agents and its affiliates that provide
communications-related services, A telecommunications carrier may also prermit such person or entities lo
obtain access to such CPNI for such purposes. Except for use and disclosure of CPNI lhat is permitted

without customer approval under section $64.2005, or that is described in this paragraph, or as otherwise
provided in sectlon 222 of the Communications Act of 1934, as amended, a telecommunications canier
may only use, disclose, or permit access to its customer's individually identifiable CPNI subject to optin
approval.

Except as otherv)ise permilled under Rule 64.2005, the Compony's CPNI policies rcquirc thol lhe
Company obtain o customer's "opt out" or "opt in" apprcval pursuant ro Rule 64.2007(b) before the
Company moy use CPNI to nrarkel communicalions-relaled semices or disclose CPNI lo ils agents or
olJiliates lhol provide communicalions-reloled services for mafieling purposes. The Compony does nol
use CPNI lor snj purposes, does nol disclose or granl occess ,o CPNI lo an! other parU except os
permitted under 47 U'g.C. $ 222(d) and Rule 64.2005.
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Seclion 64.2008 Notice required for use of customer proprietary network informstion.

(a) Nottfcqtion, Generally. (l) Prior to any solicitation for cuslomer approval, a

telecommunications carrier must provide notification to the customer ofthe customer's right to restrict use
of- disclose of. and access to that customer's CPNI-

(2) A telecommunications carier must maintain records of notification, whelher oral, written or
electronic, for at least one year.

(b) lndividual notice to customers must be provided when soliciting approval to use, disclose, or
permit access to customers' CPNI.

(c) Content of Nolice. Customer notification must provide sufficient information to enable the
customer to make an informed decision as to whether to permit a carrier to use, disclose, or permit access
to, the customer's CPNI.

(l) The notification must state that the customer has a right, and the carrier has a duty, under
federal law, to protect the confidentiality ofCPNI.

(2) The notification must specify the types of information that constitute CPNI and the specific
entities thal will receive the CPNI, describe the purposes for which CPNI will be used, and inform the
customer ofhis or her right to disapprove those uses, and deny or withdraw access to CPNI at any time.

(3) The notification must advise the customer ofthe precise steps the customer must take in order
to grant or deny access to CPNI, and must clearly state tbat a denial of approval will not aff€ct the
provision of aDy services to which the customer subscribes. However, carriers may provide a brief
statement, in a clear and neutral language, describing consequences directly resulting fiom the lack of
access to CPNI.

(4) The notification must be comprehensible and must not be misleading.

(5) lf $Tinen notification is provided, the notice must be clearly legible, use sufficiently large
type, and be placed in an area so as to be readily apparent to a customer.

(6) If any portion of a nolification is translated into another language, then all portions of the
notification must be translated into that language.

(7) A carrier may state in the nolification that the customer's approval to use CPNI may enhance
the carrier's ability to offer products and services tailored to the customer's needs. A carrier also may state
in the notification that it may be compelled to disclose CPNI to any person upon affirmative written request
by the customer.

(8) A carrier may not include in the notificaiion any statement attempting to encourage a customer
to fieeze third-party access to CPNI.

(9) The notilication must state that any approval, or denial of approval for the use of CPNI
outside ofthe service to which the customer already subscribes from that carrier is valid until the customer
affirmatively revokes or limits such approval or denial.

(10) A telecommunications carrier's solicitation for approval must be proximate to the
notification ofa customer's CPNI rights.

The Company's CPNI policies rcqaire lhol cuslomers be nolified of lheb ighrs, ond the Compony's
obligations, Ntilh rcspect lo CPNI prior lo ony solicitotion for customer ipproval, AII require.l cuslomer
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nolices behelher b,ri en, orul ol eleclrunic) contpl! tfith lhe requirenents of Rule 64.2008. The

Conrpon! ntoinloi s reconls of all required customer nolices (whether w lten, oral or eleclronic) for (
minimum ofone yeor.

(d) Notice Reqltirenents Specific lo Opt-Out. A telecommunications carrier must provide
notification to obtain opt-out approval through electronic or written methods, but not by oral
communication (except as provided in paragraph (f) ofthis section). The contents ofany such notification
must comply with the requirements ofparagraph (c) ofthis section.

( I ) Carriers must wait a 30-day minimum period of time after giving customers notice and an

opportunity to opt-out before assuming customer approval to use, disclose, or pennit access to CPNI. A
carrier may, in its discretion, provide for a longer period. Carriers must notify customers as to the
applicable waiting period for a response before approval is assumed.

(i) In the case ofan electronic form ofnotification, the waiting period shall begin to run from the
date on which the notification was sent; and

(ii) In the case of notification by mail, the waiting period shall begin to run on the third day
followins the date that the notification was mailed.

(2) Caniers using the opt-out mechanism must provide notices to their customers every two
years.

(3) r carriers that use e-mail to provide opt-out notices must comply with the
following requirements in addition to the requirements generally applicable to notification:

(i) Carriers must obtain express, verifiable, prior approval faom consumers to send notices via e-
mail regarding their service in general, or CPNI in particular;

(ii) Carriers must allow customers to reply directly to e-mails containing CPNI notices in order to
opt-out;

(iii) Opt-out e-mail notices that are returned to the carrier as undeliverable must be sent to the
customer in another form before carriers may consider the customer to have received notice;

(iv) Carriers that use e-mail to send CPNI notices must ensure that the subject line ofthe message

clearly and accurately identifies the subject matter ofthe e-mail; and

(v) Telecommunications carriers must make available to every customer a method to opt-out that
is ofno additional cost to the customer and that is available 24 hours a day, seven days a week. Caniers
may satisry this requirement through a combination ofmethods, so long as all customers have the ability to
opt-out at no cost and are able to effectuate that choice whenever they choose.

ln instances ,)herc llre Compony is required to oblain cuslomer opprcvrl lor lhe use or disclosure of
CPNI, the Compmy obtains "opt oul" opproval in accordonce v'ilh the disclosures, melhods snd
requiremenls contained in rule 200E(c) ond Rule 2008(d). The Compony's CPNI policies requirc tho!
the company pruvide "opt out" notices lo its cuslomers every lwo lears. AII cuslomers have lhe abilily to
opt oul al no cosl and using melhotls th are avnilable whenevet the cuslomer chooses.

(e) Notice Requirements Specific to Opt-ln. A telecommunications carrier may provide
notification to obtain opt-in approvalthrough oral, rritten, or electronic methods- The contents ofany such
nolification must comply with the requirements ofparagraph (c) ofthis section.

The Compan! does not currcn ! solicil "opl in" customer approvol lor llre use or disclosure of CPNI.
The Compony does nol use, disclose or grunl access to CPNI for an! purpose, lo on! po )t or in any
monner lhat would rcquire o customer's "opl in" approvol under lhe Commission's CPNI Rules.
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(f'1 Notice Requirements Specirtc b One-Tine Use ofCPNI. (l) Carriers may use oral notice to
obtain limited, one-time use of CPNI for inbound and outbound customer telephone contacts for the

duration ofrhe call, regardless of whether caniers use oplout or opt-in approval based on the nature of the

contact.

(2) The contents of any such notification must comply with the requirements of paragraph (c) of
this section, except that telecomrnunications cariers may omit any of the following notice provisions if not
r€levant to the limited use for which the carrier seeks CPNI:

(i) Carriers need not advise customeb that ifthey have opted-out previously, no action is needed

to maintain the opt-out election;

(ii) CarrieB need not advise customers that they may share CPNI with their affiliates or third
parties and need not name those entities, if the limited CPNI usage will not result in use by, or disclosure
to, an affiliate or third party;

(iii) Caniers need not disclose the means by which a customer can deny or wilhdraw future access

to CPNI, so long as carriers explain to customers that the scope of the approval the carrier seeks is limited
to one-time use; and

(iv) Carriers may omit disclosure of the precise sleps a customer must take in order to grant or
deny access to CPNI, as long as the carrier clearly communicates lhat the customer can deny access to his
CPNI for the call.

In instmces wherc lhe Company seeks one-lime cuslomer opprovol for the use or disclosure of CPNI,
the Compiny obtains such apprcvnl in accordonce with lhe disciosures, melhods ond rcquircmenls
contained in Rule 2008@.

Section 64,2009 Safeguards required for use of customer proprietary network informaiion.

(a) Telecommunications carriers must implement a system by which the status of a customer's
CPNt approval can be clearly established prior to the use ofCPNL

The Compan!'s billing system allows tuthorized company personnel lo eosil! delermine lhe sl us ol a
cuslomer's CPNI opproval on lhe customer accounl screen prior lo lhe use or disclosure of CPNI.

(b) Telecommunications carriers must train their personnel as to when they are and are not
autho zed to use CPNI, and carriers must have an express disciplinary process in place.

The Compdny hos establkhed CPNI compliance policies lhol include emplolee lruining on restfictions
on the use and disclosarc oJ CPNI ond rcquired safeguards to protecl sgiinsl unquthorized use or
tlisclosure ol CPNL Employees have signed thol the! undersland lhe CPNI policies snd o violalion of
those policies will resull in disciplinory action.

(c) All carriers shall maintain a record, electronically or in some other manner, oftheir own and

their affiliates' sales and marketing campaigns that use their customers' CPNI. All carriers shall maintain a
record of all instances where CPNI was disclosed or provided to third parties, or where third panies were

allowed access to CPNI. The record must include a description ofeach campaign, the specific CPNI that
was used in the campaign, and what products and services were offered as a Part ofthe campaign. Carriers
shall retain the record for a minimum ofone year.

The ComponJ's CPNI policies rcquirc lhat all sales and morketing camptigns including those ulilizing
CPNI be reconled snd *ept on lile for at leasl one lear. Records are also mainlnined lor disclosurc ot
access to CPNI by third porties, The records include the rcquircd infomation listed in Rule 6a.2009(c).
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(d) Telecommunications carriers must establish a supervisory review process regarding carrier

compliance with the rules in this subpan for out-bound marketing situations and maintain records of canier
compliance for a minimum period of one year. Specifically, sales peisonnel must obtain supervisory
approval ofany proposed out-bound marketing request for customer approval.

The Compon!'s CPNI policies require enployees lo obtnin tpproval lrom the Compony's CPNI
Compliance Officer for all markeling cantpaigns, ittcludirrg lhose ulilizing CPNI, Nior to initiolirtg ,at
conpoign, Record of lhe mfikeling campoigns, olong wirh the appropriole supervisory approvol is
,nnintainedlor at leosl one yeu.

(e) A telecommunications canier must have an officer, as an agent of the carrier, sign and file
with the Commission a compliance certificate on an annual basis. The officer must slate in the certification
that he or she has personal knowledge that the company has established operating procedures that are

adequate to ensure compliance with the rules in this subpart. The carrier must provide a statement
accompanying the certificate explaining how its operating procedures ensure that it is or is not in
compliance with the rules in this subpart. ln addition, the canier must include an explanation of any

actions lak€n against data brokers and a summary of all customer complaints received in the past year
conceming tbe unauthoriz€d release of CPNI. This filing must be made annually with the Enforcement
Bureau on or before March I in EB Docket No. 06-36, for data pertaining to the previous calendar year.

The reqaircd olfrcer ce ilication, octions token ogainst dnlo brohers and summary of customer
compldnt documents urc included v,ill, lhis occontporrying slolemenl. The Company will Jile lhese
documenls on an Mnual bssis on or belore Much I for dalo pertaining lo lhe previous calendar yean

(f) Caniers must provide writlen notice within five business days to the Commission of any
instance where the opt-out mechanisms do not work properiy, to such a degree that consumers' inability to
opt-out is more than an anomaly.

(l) The notice shall be in the form ofa lener, and shall include the carrier's name, a description of
the opt-out mechanism(s) used, the problem(s) experienced, the remedy proposed and when it will be/was
implemented, whether the relevant state comrnission(s) has been notified and whether it has taken any
action, a copy oflhe notice provided to customers, and contacl information.

(2) Such notice must be submitted even if the carrier offers other methods by which consumers

may opt-out.

The Compony's CPNI policies include a process to provide the rcquired x'rilten notice lo the
Commission within five business days of an opl-out mechrnism fiilure lhat is more lhan an anomal!.
The procedurc meets the rcquircments lisled in Rule 64.2009(n.

S€ction 64.2010 Safeguards on the disclosure of customer proprietary network information.

(a) Safeguarding CPNI. Telecommunications carriers must take reasonable measures to discover
and protect against attempts to gain unauthorized access to CPNI. Telecommunications carriers must
properly authenticate a customer prior to disclosing CPNI based on customer-initiated telephone contact,
online account access, or an in-store visit.

The Contpon!'s CPNI policies and employee troining include reusonable measures lo discover ind
protect against acliviv that is indicolive of pretexting Md emplolees arc instrucled to nolw lhe CPNI
Compliance OfJicer if on! such activiry is suspected.

(b) Telephone access to CPNI. Telecommunications carriers may only disclose call detail

information over the telephone, based on cuslomer-initiated telephone contact, if the customer first
provides the carrier with a password, as described in paragraph (e) ofthis section, that is not prompted by
the carrier asking for readily available biographical information, or accounl information. If the customer

does not provide a password, the telecommunications carrier may only disclose call detail information by
sending it to the customer's address of record, or, by calling the customer at the telephone number of
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record. Ifthe customer is able to provide call detail information to the telecommunications carrier during a

customer-initiated call without the lelecommunications canier's assistance, then the telecommunicalions
canier is permitted to discuss lhe call delail information provided by the customer.

The Compony's CPNI policies ensure thol o custonrer is onl! fule lo occess cdl detoil i,tform iott over
the telephone in one of the b'.u)s lisled iu Rule 64,2010(b). Il lhe cuslon er cfln,iol remember llreir
posswortl, the! are prompted to orrswer o secu ty question, Neither the possword nor lhe secufil!
queslion ore h6ed on readil! ttvoiloble biogmphicol inlormotion or account informotion. Cuslomer
sertice represerrtalives e inslrucled to ou renlicole cuslomerc over {te lelephone in oll inslances excepl
in the cose where the cuslonrer provides lhe coll .lelail irrformotion willroul lhe assislonce of llre
Compony.

k\ Online access to CPNI. A telecommunications carrier must auth€nticate a customer without
the use of readily available biographical information, or account information, prior to allowing the
customer online access to CPNI related to a telecommunications service account. Once authenticated, the
customer may only obtain online access to CPNI related to a telecommunications service account through a
password, as described in paragraph (e) ofthis section, lhat is not prompted by the canier asking for readily
available biographical information, or account information.

The Company's CPNI policies require cuslomer authentication v'ithout lhe use of readily available
biographical informrlion or account inlomrotion prior to initially g ning access lo an sccounl online.
Once the cuslomer is authenticoled lhe customer is required lo use o password to oblain online sccess lo
CPNI.

(d) In-Store access to CPNI. A telecommunications carrier may disclose CPNI to a customer
who, at a carrier's retail location, first presents to the
ID matchins tbe customer's account information.

carrier or its agent a valid photo

The Company's CPNI policies ollow the Company lo disclose c.rll del.ril CPNI lo lhe customer at s retail
localion afler prcsenling t valid pholo ID llral malches the customet's iccount informalion.

(e') Establishnent of a Password and Back-up Aulhenticqtion Methods for Lost or Forgolten
Passwords. To establish a password, a telecommunications carrier must authenticate the customer without
the use ofreadily available biographical information, or account information. Telecommunications carriers
may create a back-up customer authenticaiion metbod in the event ofa lost or forgotten password, but such
back-up customer authentication method may not prompt the customer for readily available biogr-aphical
information, or account information. lf a customer cannot provide the correct password or the correct
response for the back-up customer authentication method, the customer must establish a new password as

described in this paragraph.

The Company's CPNI policies dlow Ior a few ways lo eslablish a password, o of which ensure
complionce with the tbove parogmph. Eoch method also allotrs the cuslomer lo esldblish a back-up or
security question in the evenl lhol lhey forget their possword. In no evenl does lhe ConEany use rcadil!
avnilable biographical inforutotion or occounl inlotmation $ a bick-up queslion or ss q means lo
establish a pass$tord or tulhe,rlicflte ,e customer.

(f) Notifcarion of account changes. Telecommunications carriers must notiry customers
immediately whenever a password, customer response to a back-up means of authentication for lost or
forgotten passwords, online account, or address of record is created or changed. This notification is not
required when the customer initiates service, including the selection of a password at service initiation.
This notification may be through a carrier-originated voicemail or text message to the telephone number of
record, or by mail to the address of record, and musl not reveal the changed information or be sent to the
new account information.

The Compony's billing syslem generales a nofirtcafion letler when my of the Jields listed in Rule
61.2010(f) is crcoted or changed. The Company immediatel! mails oul lhe nolilicotion lo the address of



record (never (,teh,oidrsss) wlre,t required by Rule 64.201C(l). 'Ihe contenl ofthe nofirtcafio,, cot tplies
tritl, th? requirenrcnts oJ Rule 64.2010(/).

(S) B.rsiness Custoner Lxenqtion. 'lelecommunications caffiers n)ay bind themsclves

contractually to authentication regimes other than those ciescribed in this section for services lhcy provide

to their business custonrer that have both a dedicated account representative and a contract that spcciljcally
addresses thc carriers' protection of CPNI.

The Companl, has conlroctut l agreements in ploce with various bushress cusl.,nters. Tlte cot rucls
speciJictrlll' address the cM ers' protectiort of the business cnstomer's CPNI hr uccordmce h,ith Rule
6a.2010(g), including a dedimted rccounl represenl ive.

Section 64.201I Notification of customer propri€tary network information security
breaches.

(a) A telecornmunications carrier shall notifo law enforcement of a breach of its customers' CPNI
as provided in this section. The carrier shall not notifl its customers or disclose the breach publicly,
whether voluntarily or under state or local law or these rules, until it has completed the process of noti!ing
law enforcement pursuant to paragaph (b).

(b) As soon as practicable, and in no event later than seven (7) business days, after reasonable

determination of the breach, the telecommunications carrier shall electronically notily the United States

Secret Service (USSS) and the Federal Bureau of lnvestigation (FBl) through a central reporting facility.
The Commission will maintain a link to the reporting facility at bltp-l'\^'ww. fcc.gov/e-btp!!.

(l) Notwithstanding any state law to the contrary, the carrier shali not notify custorners or
disclose the breach to the public until 7 full business days have passed after notification to the USSS and

the F'BI excepl as providcd in paragraphs (2) and (3).

(2) lfthe carrier believes that there is an extraordinarily urgent need to notify any class ofaffected
customers sooner than otherwise allowed under paragraph (l), in order to avoid immediate and irreparable
harm, it shall so indicate in its notification and may proceed to immediately notify its affected customers
only after consultation with the relevant investigating agency. The carrier shall cooperate with the relevant
investigating agency's request to minimize any adverse effects of such customer notification.

(3) lf the relevant investigating agency determines that the public disclosure or notice to
customers would impedc or compromise an ongoing or potential criminal investigation or national security,

such agency may direct the carrier not to so disclose or notiry for an initial period ofup to 30 days. Such

period may be extended by the agency as reasonable necessary in the judgment of the agency. lf such

direction is given, the agency shall notiry the carrier when it appears that public disclosure or notice to
affected customers will no )onger impede or compromise a criminal investigation or national security. The
agency shall provide in writing its initial direction to the carrier, any subsequent extension, and any
notification that notice will no longer impede or compromise a criminal investigation or nalional security
and such writings shall be contemporaneously logged on the same reporting facility that contains records of
notifications filed by caffiers-

(c) Recordkeeping. All carriers shall maintain a record, electronically or in some other nranner, of
any breaches discovered, notification made to the USSS and the FBI pursuant to paragraph (b), and

notification made to custorners. The record must include, ifavailable, dates ofdiscovery and notification, a

detailed description of the CPNI that was the subject of the breach, and the circumstances of the breach.
Carriers shall retain the record for a minimum of2 years.

The Comptny hts policies and procedures in place lo et$ure complitnce willr Rule 64.2011, Wtetr it is
reasonnbly delemtined that a brcoch has occu ed, ,e CPNI Complionce OfJicer $'ill nolif! I(w
enforcetnent ond its custonrcr in lhe required timeframes. A record of fte brerch will be mointuined for
a nirimum of lv'o yens nn.l will include qll informalion rcquired b! Rule 64.2011.


